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Personal & Corporate Mobile Device
Enrollment Instruction

The objective of this document is to provide visual aid for Employees regarding the enrollment
of their devices into Mobilelron. Mobilelron is the NYP Mobile Device Management (MDM)
technology and provides access to the NYP corporate network. These instructions and
procedures have been created in order to educate/refresh users who will be requesting access

to resources within the New York Presbyterian Network.
Prerequisites:
e A Mobile Device
o iOS Device or Android
e Internet Accessibility
o WIiFi, Mobile Data Connection
e Platform Account
o AppleID
o Google Play



BYOD & Cor

porate Mobilelron Enrollment Instructions

Table of Contents

APPLE IOS ... iciiieitiietierenereeereestesrensesssessrasseassenssssssesssnsesssssassssssssssesssasssassenssenssasssasssasesasssassssssesssnsssnsssnssnnnsen 3
(01 (o] B OO PPPPPUPPPPPRE 3
(011 [o] ¢ 1 OO PP PPN 9

ANDROID....cciteiteiteeiereereneresereseraserassressesssesssesssasssassesssesssasssasesasesassssssssssssssnsssassssssssssssssasssasssnsesnsesasssssssnssnne 15

PRIVAGCY ..ceiieiiiciteeteertnereseressrassressesssesssesssnssenssesssssssesesasesssssassssssesssssssassssssssssesssasssnsesasessssssssssssnsssnssenssnnssen 19



BYOD & Corporate Mobilelron Enrollment Instructions

Apple iOS

Option 1

1. Access your Appstore and search for Mobile@Work or Mobilelron.

If you are not logged in please log in using your Apple ID.
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3. Open the application, you will be prompted to input your
a. User Name: your_nyp_username(CWID)

i. example - DRT8008
vsSp.nyp.org
your_nyp_password

b. Server:
c. Password:

App Store escoo (TE  6:42 PM @ 3 83% mm)

Mobile@Work

@ App Store eecco LTE  6:43 PM

@ % 83y )
Mobile@Work

your_cwid

vsp.nyp.org

|

gwe r ty uil op
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4. After submitting your credentials you will be prompted with the following screen, press
continue

eec00 Verizon LTE 6:44 PM @ B 83% W)

< Back Privacy

Your privacy is important.

Mobile@Work will not access personal content
such as your personal email, photos or
voicemail.

]

However, your company requires some device
details to provide secure mobility services.

5

If your device is lost or stolen, you and your
company can take security measures to
protect your data.

After registration, go to Settings > Privacy to
learn more.

O a
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5. You will be asked to share your location services. Please select “Allow”. This allows
NYP to track your device if it is lost or stolen.

You will also be prompted to install the management profile signed by vsp.nyp.org.
Please click ‘Install’ on the top right. Then ‘Install’ again.

Safari eecco [TE 6:44 PM ® 7 % 83% W

Cancel Install Profile Install

Profile Service
NewYork-Presbyterian Hospital

Signed by vsp.nyp.org
Verified +

Description Enter device into the NewYork-Presbyterian

Allow "Mobilelron” to access Hospital encrypted profile service

your location even when you
are not using the app?

Your location is needed for your IT More Details
administrator to find your device if
it is lost or stolen.

Contains Device Enrollment Challenge

Don’t Allow Allow

Install

Cancel
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6. You will then be prompted to install a certificate. This Certificate explains that Mobilelron
will be able to manage your iOS Device. Please select ‘Install’ > Then ‘Trust’.
This completes profile Installation.

Safari eecco LTE 6:44 PM @ 7 % 83% =)

Cancel Warning Install

ROQT CERTIFICATE

Installing the certificate “thawte Primary Root
CA” will add it to the list of trusted certificates
on your iPhone.

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the

L " . . Remote Management
administrator at “https://vsp.nyp.org/mifs/c/i/ Bo.youtrust this profile’s source to
mdm/mdm.html?c=1073783391" to remotely enroll your iPhone into remote
manage your iPhone. management?

The administrator may collect personal data, Cancel
add/remove accounts and restrictions, list,
install, and manage apps, and remotely erase
data on your iPhone.

B safari secoo LTE 6:45 PM @ 7 % 83% mN)

Profile Installed Done

NewYork-Presbyterian Hospital
NewYork-Presbyterian Hospital

Signed by vsp.nyp.org
Verified v/

Description NewYork-Presbyterian Hospital - Encrypted
Configuration

Contains Mobile Device Management
Device Identity Certificate
Certificate

More Details
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7. Finally you will then be prompted to download selected NYP Apps. The number of NYP
apps available to you is dependent on many factors related to your workgroup and
position. Once you have installed the apps that are prompted, your Mobile@Work App

will display the following:

ee000 Verizon ¥ 4:30 PM @ 7} 82% mm)»

Mobile@Work

«" Connection established

«" Device in compliance

powerep ev | @Y Mobilelron

Home
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Option 2
1. Open Safari
2. Type https://vsp.nyp.org/go

= R 48% W)
I vsp.nyp.org/go QI Cancel

Google Search

Q vsp.nyp.org/go
On This Page (1 match)
Find "vsp.nyp.org/go”

3. Login with your CWID
a. User Name: your_nyp_username(CWID)
i. example - DRT8008
b. Password: your_nyp_ password
c. Then Select Register

No Service & ¢ 5:32 PM a4% @ )
& vsp.nyp.org ¢
@) Mobilelron

To configure and secure your iOS device, please
enter your username and passwaord, and then tap
'Register'.

Username:

xxx1234

Password:

Mobilelron provides seamless and
secure access to your email, apps, and
content.

Instant Access
Receive instant access to your
corporate email, calendar and

< h m O
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4. Review the Terms of Service
a. Press Accept

5. You will get a prompt:

a. This website is trying to open Settings to show you a configuration profile. Do you

want to allow this?
b. Press Allow

Settings = 5:34 PM 42% @) No Service = 5:29 PM 44% @)

& vsp.nyp.org @

Before you continue you must read and accept the
Terms of Service.

By using a mobile device to perform NYP
business you agree to comply with all
applicable NYP privacy and security policies,
which can be found

at https://infonet.nyp.org/QA/Pages/hospitalmar

This website is trying to open Settings
to show you a configuration profile. Do

you want to allow this?

Ignore  Allow

Decline

10
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6. The Install Profile Screen will be displayed
a. Review the signed by section

i. Vsp.nyp.org
ii. Verified
b. Select Install
c. Then Install
d. If you have a passcode, you will be prompted for your passcode before
installation
@ safari = 5:34 PM 42% @

Cancel Install Profile

Profile Service
k-Presbyterian Hospital

crypted profile service

Contains Device Enrollment Challenge

More Details

Safari = 5:35 PM 42% @)

Enter Passcode Cancel

Enter your passcode

oo OO O 0

1 2 3
4 5 6
7 8 9

0 &
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7. A Warning Page will appear describing the ROOT CERTIFICATE
a. ... “DigiCert Global Root CA”
i. This is correct
b. Press Install

8. The Profile Installed Page will be displayed after the profile is installed.

Safari = 5:35 PM 42% @ ) Safari = 5:35 PM 42% @ )

Cancel Warning Install Profile Installed Done

ROOT CERTIFICATE

. o L TRS NewYork-Presbyterian Hospital
Installing the certificate “DigiCert Global Root B NewYork-Presbyterian Hospital

CA" will add it to the list of trusted certificates

on your iPhone.

Signed by vsp.nyp.org
Verified +

MOBILE DEVICE MANAGEMENT Description NewYork-Presbyterian Hospital - Configuration

Contains Mobile Device Management
Installing this profile will allow the Device Identity Certificate

administrator at "https://vsp.nyp.org/mifs/c/i/ Certificate

mdm/mdm.html?c=1073842217" to remotely .
. More Details

manage your iPhone.

The administrator may collect personal data,

add/remove accounts and restrictions, install,

manage, and list apps, and remotely erase

data on your iPhone.

12
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9. You may be returned to the vsp.nyp.org Page, you may navigate away to your home
screen

10. Within the next 10 minutes, you will get a bunch of prompts to install NYP Provided
apps, please press install on all of them.
a. You may need your ApplelD for some of the applications

Settings & 5:35 PM 42% @)

& vsp.nyp.org (&

“‘ Mobilelron

Profiles are being installed to provide access
to corporate resources. You can view your
installed profiles in the Settings app under

General -> Device Management.

App Installation
“vsp.nyp.org” is about to install and
manage the app “NYP Care+".
Your iTunes account will not be
charged for this app.

Cancel

13
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11.0nce all the applications have been sent to your phone, please locate the mobile@work
Application and open it.

12.You will get a screen stating that you are connected and compliant.
a. You are good to go!

ull Verizon & 09:21 @ 7 % 76% [0 ) 4

Mobile@Work

«" Connection established

«" Device in compliance

ar

Mobilelron

poweren ev | @V Mobilelror

f 2 J {5

Home Notifications My Devices Settings

13.1f you do not see the Green checks, you may have to log into the application to be able
to receive notifications and essential messages from the Mobilelron Administrators.

14
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Android

***Note: As an android user, your experience enrolling your device may differ slightly.

Please read the instructions and prompts on your screen carefully***

1. Access your Appstore and search for Mobile@Work or Mobilelron.
If you are not logged in please log in using your Google Play Account.

4% 41 100% W 11:46 AM

mobile@work] X

45,4 100% M 11:46 AM

Google Play $

MOVIES, MUSIC,
APPS & GAMES BOOKS

Graphically Stunnlné éarﬁ‘és“/

Pre-register only on Google'Play,

TOP CHARTS m CATEGORIE

mobile working | mobile work | mobile works >

Get Started
Browse our go-to apps MORE 1 2031450607189} 0
+ X = = / N < 3 [ ]

The giwlelrjtiyjujijolp
Weather ) 0 R 00 6D 0 06 B
Channel alsjdifliglhljlkl!

Super- i  Weathe :  Snapch i W ?

B:’jl[g)(;':( r -eﬁzee a'? e sA * zixjclivibjinjmpg<s

4.6*%  FREE 43*%  FREE 40%  FREE 4.4

Sym £ English(US) 1 Q

Games Starter Kit MORE

Peaiiinn miie ma $a mamman
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2. Select and download the application.

O 4.4 100% 0 11:46 AM

< mobile@work Y

Mobile@Work

—
Mobilelron

H Vodafone Mobile@Work
= Vodafone Global Enterprise (1)

FREE

3. Open the application, you will be prompted to input your company email. Do not enter

& SE00% W 11:46 AM

- Q
m Mobilelron

- Mobile@Work
Mobilelron

'\ € Everyone

Y - -W o W a

your company email, please select ‘Or register with server URL’.

Get Ready for Work

with Mobilelron

To configure and secure your device, enter
your company email

COMPANY EMAIL

Email

Or register with server URL

NEXT

4. You will then be prompted for the server URL, Then your User Name, and password.

a. Server: vsSp.nyp.org
b. User Name: nyp_cwid
c. Password

W

Get Ready for Work

with Mobilelron

To configure and secure your device, enter
your company's server URL

SERVER URL
URL

Or register with Email

NEXT

16
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5. After submitting your credentials you will be prompted with the following screens, press

‘continue’.

QIF & U= .4l 35% [ 8:52 AM

|_! Secure Mobility
Mobile@Work will not access personal
content such as your personal email,
photos or voicemail

I@ Device Details

Your company requires some general
device details to provide secure mobility
services

ﬁ Remote Security
If your device is lost or stolen, you
and your company can take security
measures to protect your data

Lx Learn More
You can find more details after
registration, under Settings > Your
Privacy

Your Privacy is Important

Don't worry! Your company cannot
access your personal data

CONTINUE

6. You will then be noftied that you will have to
‘Activate’ Mobilelron to be your phone
Administrator. Please select ‘Activate’.

EAMIRC ] al 3 8:53 AV

Device Configuration Status

X

W Proceed with Setup

Setting Mobile@Work as a device
administrator is the first step through which
your company provides secure access to your
work data. We need to update a few settings...

On the next screen please activate the device

administrator to begin configuration of the
Mobile@Work app.

CONTINUE

QEURIF @ 47 .l 35% 0 8:53 AM

< Activate phone administrator

Mobile@Work

In order to securely manage your device,
this app needs to be activated as device
administrator.

Activating administrator will allow Mobilelron
to perform the following operations:

¢ Erase all data
Erase the phone's data without warning by
performing a factory data reset.

* Change the screen-unlock

password
Change the screen-unlock password.

¢ Set password rules
Control the length and the characters
allowed in screen-unlock passwords.

* Monitor screen-unlock attempts
Monitor the number of incorrect passwords
typed. when unlocking the screen, and lock
the phone or erase all the phone's data if
too many incorrect passwords are typed.

. I:ock ;he screen

CANCEL ACTIVATE

17
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7. After activating the device administrator, you will be prompted to add the Apps@Work
shortcut.

4% .41 35% 1 8:53 AM

“¥.al 35% 8:54 AM

Apps@Work Shortcut

Add shortcut to Home screen? EEE Mand atory AppS

CANCEL OK

To enhance your mobile work experience,
your company has specified a few apps to
install on your device. You will be prompted
to begin installation of these apps on the next
screen.

CONTINUE

Then you will be prompted to download some mandatory NYP Applications as being part
of the Mobilelron System. Please select ‘continue’ and download the apps.

18
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8. Finally you will be able to configure email with your device. Please follow the prompts in
setting up your email. After your phone is configured, you should see a green
checkmark on your application and you should be done!

4%l 35% i 8:54 AM 5.l 36% 1 8:54 AM

= Device Configuration Status = Device Configuration Status

Email
OK!

This will help you to get company email on
your device. In the following screens you

will be guided to configure the company
mailbox. Please authenticate using your work
credentials to continue.

Currently there are no updates needing your

attention. Please use the menu icon on the

top left to explore different sections in the
app.

CONTINUE

19
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Privacy

r_.. Personal content remains private.
Don't worry, your company cannot use
Mobile@Work to access personal content.

£yl

What's accessible by my company?
Your company requires some device details

to provide secure mobility services.

What actions can my company take?

ap

If your device is lost or stolen, you and your
company can take security measures to

protect your data.

ONONORONO

NYP CAN NOT Access

Personal Email
Your company cannot view your
personal email.

Text Messages
Your company cannot view iMessage or
SMS content.

Personal Contacts
Only contacts associated with your work
account will be visible to your company.

Photos & Videos
Photos and videos stored on your device are
not accessible by your company.

Voicemail
Your company cannot monitor voicemail
communication.

20
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NYP CAN Access

Device Details
Some information such as model name, OS
version, and roaming status is collected.

Device Location

The last known location of your device is
saved to help you and your company find
your device if lost or stolen.

Installed Apps
The names and versions of installed apps.
App content is not collected.

W @ @

What Actions Can NYP Take?

Clear Device Passcode
If you forget your device passcode, both you
and your company can clear it.

Lock Device

If your device is lost, both you and your
company can lock it with its passcode and
specify contact information to retrieve the
device.

® @®

Turn Off Roaming

Your company can turn off roaming to avoid
inadvertent expenses, such as exceeding the
roaming data limits on your cellular plan.

®

Erase Device

If your device is lost, both you and your
company can erase the device in order to
protect your data.

®

For the full product Privacy Statement:
https://www.mobileiron.com/en/legal/mobileiron-product-privacy-statement

21
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